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General

Introduction

Preface

Siemens won the 2006 Frost & Sullivan Technology Leadership
Award in acknowledgment of Siemens’ pioneering work in the
development of innovative technology — the IEC 61850. Users
are in safe hands with the energy automation solutions from
Siemens. The combination of extensive experience and the
latest innovation provides security for many years. Our solutions
are also compatible with older devices.

Overview and Solutions

In recent years, influences on the business of power utilities
have changed considerably. Running the power grid has
changed from a static, virtually stable layout to a dynamic oper-
ation. The requirements regarding a longer service life for all
grid system components continue to gain importance.

As a result, the importance of substation automation technology
has grown considerably and the requirements with respect to
control, protection, and remote control have experienced a
great paradigm shift:

® Flexible and customized solutions for diverse applications

e Safe and reliable operations management

® Cost-effective investments and economic operation
e Efficient project management

® | ong-term concepts, upgradeable and open for new require-
ments

The energy-automation solutions from Siemens offer a multi-
tude of standardized configurations and functions for many
typical tasks. These default settings allow the use of flexible
products but, at the same time, are open for more challenging
and customized applications. The acquisition of all kinds of data,
computing and automation functions as well as versatile
communication can be very flexibly combined to create special
solutions and facilitate integration into the existing system envi-
ronment.

e
SA2RARA A

B g e e e R B O ST Y 36
T T Tt o

]

Figure 1.1/1 Siemens - Station Automation Products

SICAM - Station Automation - Catalog - Edition 5.0 | 5




General

Distribution-System Automation

Distribution-system automation from Siemens considerably opti-
mizes the reliability and availability of your energy distribution
systems. Here, the functionality extends from the acquisition of
network data, telemonitoring and remote control up to fully

automated applications such as high-speed FISR (Fault Isolation
and Service Restoration), Volt-Var Control and similar.

The technology supports the network operation and, for
example, takes over monitoring of the currents and voltage in
the distribution system and also the command output to
remote-controllable units such as switches and transformers.

Furthermore, the distribution-system automation uses well-
proven technologies and characteristics of sensors, control and
remote terminal units (RTUs) right up to communication devices
such as routers and modems.

The hardware is supplemented by specially developed software
and algorithms for special distribution-system functionality.

Advantages

e Continuous power-system monitoring ensures early detection
of problems

® Fast Fault Isolation and Service Restoration increases the effi-
ciency level

® Automatic operation and the use of standards provide time
and cost savings

e Network automation and control guarantee adherence to the
specified voltage range

With the Siemens solutions for distribution-system automation,
you will benefit in all respects from a wide spectrum of know-
how. As a supplement to distribution-system automation,
Siemens offers a complete portfolio for power-system moni-
toring, power-quality recording, fault recording, phasor meas-
urement, and system-software applications.

The Siemens products of the SICAM product family for power
quality and measurement support power utilities and consumers
with solutions for precise measurement, recording, and indica-
tion of the required information for continuous determination,
adaptation, and improvement of power quality. Always the right
fit, for your application as well.
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Figure 1.2/1 Siemens Short-Circuit Indicators and Distribution-System Automation Products
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General

Station Automation

For station automation, Siemens offers proven concepts in all
task areas of switchgear automation — on all voltage levels and
for all types of switchgear. Distributed solutions on the basis of
distributed bay units can also be implemented with our offer in
the same way as central telecontrol systems with integrated
automation and node functions or multifunctional protection
systems for coordination and the interaction of different protec-
tion devices.

Advantages

® Excellent overall system performance due to flexibility in the
architecture and implementation of redundancies (optional)

® Support of intelligent power systems and applications on the
basis of the standard IEC 61850

® Upgradeable due to evolutionary system development and
sophisticated migration concepts

® | imited outlay for logistics, training, etc. due to a scalable
system family for all power-system levels and the widest
variety of energy systems — whether electricity, gas, water, or
district heating

e Cost-efficiency through custom solutions — from standard to
customer-specific

Siemens products and solutions for switchgear automation
correspond to the standard IEC 61850. This standard marks a
major step towards power-system intelligence as it fulfills high
communication demands with regard to data volume, speed,
etc. Additional advantages: easy integration of devices from the
competition and highest levels of upgradability due to reusable
engineering data. Intelligent applications can also be imple-
mented with IEC 61850.

Siemens offers you preconfigured and hence particularly
economic system solutions for switchgear automation for many
typical applications. Siemens develops individual solutions for
specific customer requirements. Siemens supplies complete
secondary equipment in power transmission and distribution
systems — for new systems, extensions, and modernization proj-
ects. Siemens products and solutions are distinguished by scal-
able quantity structures. They offer diverse interfaces, efficient
operation at all levels and ensure seamless system integration.
The information and control of substations is based on
distributed devices. This offers a multitude of functions and
applications for data acquisition, control and monitoring, for
protection and for communication.

Control center
Engineering
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SICAM TOOLBOX 11
IEC 61850-90-2 SICAM Device Manager
SPECTRUM 5/7 or
_ IEC 61850-80-1/IEC 60870-5-104
SICAM PAS
5 SICAM PQS
2 SICAM SCC SICAM PQ Analyzer
= SICAM Rack
: T =
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Figure 1.3/1 Application Example: Station Automation
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Station and Telecontrol Engineering

Fields of Application

Electrical distribution stations, pipelines, gas distribution stations, railway power supplies,

tunnels, site protection, data concentrator, telecontrol substations, automation units

Max. Number of Data Points 20000
Max. Number of 1/0 20 integrated 128 (modular) 128 (modular) 128 (modular)
116 (modular)
Max. Number of Interfaces 2 x RJ45: 3 x RJ45: 3 x RJ45: 4 x RJ45:
1 x RS232 (serial) 2 x Ethernet/ 2 x Ethernet/ 2 x Ethernet
1 x RS485 (serial) LR [Rites 1 x RS485 (serial)
1x RS485 1 x RS232/RS485 1 x RS232 (serfal)
selectable
1 x RS485 1 x GPRS
Human-Machine Interface (HMI)
SICAM SCC | | | |
Engineering
SICAM PAS software - - - -
SICAM TOOLBOX Il and SICAM Device Manager u u u u
Integrated tools - - - -
Web server (for device configuration) ] ] [ ] -
Integrated, customer-specific dashboard - - - ]
Remote maintenance n ] | |
Automation Functions
Automation function (CFC/PLC, IEC 61131-3) 128 k 128 k 128 k 1x3MB
CFCIPLC online test ] ] ]
SICAM Safety (IEC 61508) - - - -
Time Synchronization
Remote NTP u u u u
GPS/DCF - - - -
Resolution/sampling rate 1ms 1ms 1ms 1ms
PTP (PTP protocol) (IEEE 1588) = = = "L

1 Not used for transparent clock
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Station and Telecontrol Engineering

i

Electrical distribution stations, pipelines, gas distribution stations, railway power supplies, tunnels, | Power automation to operate switchgear with a
site protection, data concentrator, telecontrol substations, automation units, hydropower plants, single station computer (full server) or with up to
central control units, substation controllers, data nodes with high packing density and direct process | 2 additional computers (DIPs)
connection, front end, or gateway

400000 400000 per expansion firmware (max.4) 80 000 master information objects
0 to 2048 (modular) 0 to 4096 (modular) Distributed via IEDs
4 x RJ45: 2 x RJ45 (serial) in conjunction with CI-2530 200 x serial
2 x Ethernet Ethernet depending on PC

1 x RS485 (serial)
1 x RS232 (serial)

30 x modular, of which max. 10 Ethernet

| | |
- - |
n n -
- - n
| | -
] ] Remote desktop
5x3 MB 5x3 MB >1.5M
| | |
n n u
- - ]
1 ms 1 ms i
m’ ' m'
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Station and Telecontrol Engineering

Communication

To the server protocol control | Serial IEC 60870-5-101 IEC 60870-5-101
center DNP3 IEC 60870-5-103
Modbus RTU DNP3
Modbus RTU
TCP/IP IEC 60870-5-104 IEC 60870-5-104
IEC 61850 Ed2 IEC 61850 Ed2
DNP3i DNP3i
Modbus Modbus
To IEDs client protocols Serial IEC 60870-5-101 IEC 60870-5-101
IEC 60870-5-103 IEC 60870-5-103
Modbus RTU Modbus RTU
PROFIBUS DP
TCP/IP IEC 60870-5-104 IEC 60870-5-104
IEC 61850 Ed2 IEC 61850 Ed2
Modbus Modbus
PROFINET 10
Service forwarding/pass through for TCP and UDP = ]
protocols
Notifications via SMS or e-mail - =
Further IED protocols ] [ ]
Secure Communication
IEC 60870-5-104 Master/Slave (Transport Layer [ ] [ ]
Security (TLS))
IEC 61850 Client/Server (Transport Layer Security [ | |
(TLS))
DNP3i master/slave (Transport Layer Security (TLS)) - |

Redundancy

Power Quality Applications

PQ data (PQDIF) are transmitted by the PQ devices
P855, Q100, Q200, and 7KE85 with IEC 61850. Grid-
code evaluation, scheduled reports, automatic
COMTRADE/PQDIF import and export, notification,
fault location
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Station and Telecontrol Engineering

IEC 60870-5-101

IEC 60870-5-101

IEC 60870-5-101

IEC 60870-5-103 IEC 60870-5-103 DNP3
DNP3 DNP3 Modbus RTU
Modbus RTU Modbus RTU
IEC 60870-5-104 IEC 60870-5-104 IEC 60870-5-104
IEC 61850 Ed2 IEC 61850 Ed2 IEC 61850 Ed2
DNP3i DNP3i DNP3i
Modbus Modbus Modbus

OPC DA, OPC XML DA

IEC 60870-5-101
IEC 60870-5-103
Modbus RTU
PROFIBUS DP

IEC 60870-5-101
IEC 60870-5-103
Modbus RTU
PROFIBUS DP

IEC 60870-5-101
IEC 60870-5-103
DNP3
Modbus RTU
PROFIBUS DP (DPVO0)

IEC 60870-5-104

IEC 60870-5-104

IEC 60870-5-104

IEC 61850 Ed2 IEC 61850 Ed2 IEC 61850 Ed1, Ed2
Modbus Modbus DNP3i
PROFINET 10 PROFINET 10 Modbus
PROFINET 10
OPC DA; SNMP V2/V3
] [ ] -
- - ]
] [ ] [ ]
] ] ]
] ] ]
| ] ] ]
] ] ]
- - ]
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Station and Telecontrol Engineering

Archiving

Fault records, events, and mean value or PQ data in the
device

Process-data archive

Security Functions

Security Eventlog (syslog)

SNMP agent

Asset information, security events

SNMP Client, IEC 61850 Client

Asset information

Role Based Access Control (RBAC)

Additional Information

Supply voltage

DC18Vto72V

(PS integrated in the
CPU module)

DC18Vto 78V
DC82.5Vto 286V

(PS as a separate module)

DC18Vto 78V
DC82.5Vto 286V
AC230V

(PS as a separate

module)
Memory card for parameters and firmware SD
Temperature range -40°Cto +70°C —25°C to +70°C 2
Assembly DIN rail
Degree of protection Max. P40

2 -40°Conrequest
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Station and Telecontrol Engineering

_ — n3
] - ]
] ] ]
] ] ]
— — .4
[ ] ] [ ]
DC18Vto 78V DC24Vto 60V No spec., depends on PC
DC82.5Vto 186V DC 110V to 220V
AC 230V AC 230V
(PS as a separate module) (PS as a separate module)
-25°Cto +70°C? -5°Cto +55 °C
DIN rail Rack, 19-inch assembly>
Max. IP40 Max. IP30

3 Fault records can be transmitted to superordinate control centers via an IEC 61850 server.
4 Asset information of connected devices can be passed onto superordinate control centers via an IEC 61850 server.
5  Applicable to A8000 rack 1/Os
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Station and Telecontrol Engineering

SICAM PAS — Description

Description

With SICAM PAS, the Power Automation System for energy auto-
mation, you have an instrument for innovative solutions for the

most varied conceptual formulations that can occur when using

spatially distributed information systems.

The system is equally suitable for use with the switchgear of
power utilities and in industrial plants.

SICAM PAS has been designed as a modular, open system which
complies with all widely used communication standards and
furthermore supports you in the implementation of project-
specific automation tasks in the fields of substation automation
technology and power automation.

Diverse functions for the determination and evaluation of Power
Quality measured data (PQ measured data) to determine power
quality supplement the possible fields of application of the
SICAM PAS system.

The user-management tool ensures that configuration, opera-
tion, and system-management tasks can only be performed by
authorized persons. The assignment of individual switching
authorization up to the information level further enhances the
security of system management. Notification functions inform
you via e-mail and/or SMS about pending system incidents, fault
records, and reports, such as fault-location reports.

The system can be structured redundantly at the system, inter-
face, and device levels. This approach significantly improves fail-
safe operation. When communication connections are inter-
rupted, the redundant component takes over the process
connection. Depending on the transmission protocol, the
process image of the redundant system is updated either contin-
ually or by means of a general interrogation upon process take-
over. The DNP3i, IEC 60870-5-104, and IEC 61850 protocols
permit TSL-based secure data transmission via certificates. User
authentication is also supported for DNP3i. In Ethernet TCP/IP
networks, switches are used for communication with terminal
devices. SICAM PAS supports the SNMPv2/v3 protocols (Simple
Network Management Protocol) for monitoring the operating
state of the plant and for fast error detection in order to ensure
operational reliability.

Benefits
e Modular and scalable hardware and software
® User-friendly

e Fulfills strict IT security requirements for use in the area of
critical infrastructures

® Flexible, graphic project engineering for automation
® Openness from the use of standards

Functions

® Automation — store switching sequences such as busbar
changes in SICAM PAS, make functional processes more flex-
ible and also simultaneously increase the cost-effectiveness of
your energy plants

® Remote and on-site operation — there is an option at each
occasion to carry out manual operating steps — via a control
center or directly on site.

n deactivated | Configuration - Large

SIEMENS

| Contaumion | ipoins | Tovobmr | Tommows | repors |~ o coves |

> SICAM > Full Server > DNP3 Master > Interface

Configuration

Oepenciency Independent

[E [ENK]

|~ Transmission parameters.
: 04 SICAM PAS UL - Operation Client
stous
View is realtime - The configuration is up to date.
Running with problems. » Start Stop
Refresh sate Refresh
. o marsin o
Aging Bay blocking off v on OFF
— Telecontrol locking off % Lo o
——— [rem——
Risever
o o2
® 17217.1002 @ 121710032
o | s | s { s
@ tros (o) ¥ Repori(ion)
Figure 2.1/1 SICAM PAS-Screenshots

® Acquisition and processing of
— Indications
— Measured and metered values
— Fault records
— Power-quality data
® Compression and selective distribution — SICAM PAS does not
just constantly collect all power-system data, SICAM PAS also

handles corresponding assignment and distribution of data
points to, for example control centers, HMIs, and archives

® | ogging and archiving — SICAM PAS supports the storage of
fault records and events in one archive. Evaluation and visuali-
zation of the archive is done via the SICAM PQ Analyzer.

Applications

SICAM PAS can be used for all applications where the following
are required:

e Different communications standards and interfaces to
connect bay units and substations, or to connect network
control centers (Ethernet TCP/IP, serial interfaces, or OPC DA
client/server, OPC XML DA server)

® Data acquisition and transmission under real-time conditions
® Secured data transmission

e Ethernet network monitoring, for example, based on
SNMPv2/v3

® Dual-channel connection for enhanced availability of commu-
nication to control centers

® Data exchange via OPC DA as the connection to office desktop
computers

® Realization of automation tasks
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Station and Telecontrol Engineering

SICAM PAS — Description

® Process visualization — Human-Machine Interface (HMI)

— Flexible solutions for local visualization, control, archiving,
and logging

— Remove visualization, control, archiving, and logging with
SICAM SCC and the SIMATIC Web Navigator

— Visualization of process data via individually designed user
interfaces such as overview diagrams, system diagrams,
event lists, etc.

— Archiving of indications and measured values

® Archiving of fault records and PDR records, as well as evalua-
tion with the SICAM PQ Analyzer

® Archiving of events and evaluation with the SICAM PQ
Analyzer

e Notification upon receipt of fault records, status changes of
selected information or when creating fault-location reports

e Automatic or manual export of fault records

® Assignment of individual switching authorizations up to infor-
mation level

® Secure data access via the user-management tool

e Switchgear interlocking in the case of control/remote control

® Redundant configuration of the substation level

® Test and diagnostic functions

e (Remote) visualization and control of SICAM PAS applications,

interfaces, and connection to devices and control centers via
SICAM PAS Ul — Operation Client

SICAM PAS can be used for all applications where the following
is required:

e Different communication standards and interfaces for the
connection of bay devices and substations or for the connec-
tion to telecontrol centers (Ethernet TCP/IP, serial interfaces,
or OPC DA Client/Server, OPC XML DA Server)

® Data acquisition and transmission under real time conditions

® Secured data transmission

® Ethernet network monitoring, for example, based on
SNMPv2/v3

® Double-channel connection for enhanced availability of
communication to the control centers

® Data exchange via OPC DA for connection with office
computers
® Realization of automation tasks

® Process visualization - Human-Machine Interface (HMI)

— Flexible solutions for local visualization, control, archiving,
and logging

— Remote visualization, control, archiving, and logging, using
SICAM SCC and the SIMATIC Web Navigator

— Visualization of process data via individually designed user
interfaces such as overview diagrams, station diagrams,
and event lists

— Archiving of measured and metered values

® Archiving fault records and PDR records and evaluation with
the SICAM PQ Analyzer

® Archiving events and evaluation with the SICAM PQ Analyzer

e Notification on the arrival of fault records, state changes of
selected items of information or the completion of fault loca-
tion reports

® Automatic or manual export of fault records

® Transmission of fault records from IEC 61850 devices to a
control center via IEC 61850 Server

® Transmission of asset Information from IEC 61850 devices
and SNMP devices to a control center via IEC 61850 Server

® Assignment of individual switching authorities down to the
information level

® Secured data access via the User Administration tool
e Switchgear interlocks for telecontrolling/controlling
e Redundant structure of the substation level

® Test and diagnostic functions

® (Remote) visualization and control of SICAM PAS applications,
interfaces, and connection to devices and control centers with
SICAM PAS Ul — Operation Client

Configuration Examples

Due to its modular system structure, SICAM PAS can be used for
multiple purposes on the substation control level of intercon-
nected control centers.

SICAM PAS can be set up in the following different variants:
e With a Full Server and SICAM SCC

® As a distributed system consisting of
— 1 or several Full Servers
— 1 or several DIPs (Device Interface Processor)
— SICAM SCC

SICAM PAS systems communicate with higher-level control
centers through:

e Ethernet TCP/IP (LAN/WAN)
® Serial interfaces

SICAM PAS communicates with bay devices, protection devices,
and substations through:

e Ethernet TCP/IP (LAN/WAN)
® Serial interfaces
® PROFIBUS interfaces

SICAM - Station Automation - Catalog - Edition 5.0

15



Station and Telecontrol Engineering

SICAM PAS — Configuration Examples

The example below illustrates the connection of 2 SICAM PAS
systems to a higher-level control center

Control center

mN.

, \
SICAM SCC \ SICAM SCC

7
7 7 .
- Y \ -
1

Full Server Full Server DIP

ﬁlﬂ

Bay devices and substation

Figure 2.1/2 Sample Configuration with 2 SICAM PAS Systems

Distributed System with Full Server and DIP

The example shows a distributed SICAM PAS system. It consists
of a Full Server and DIP and communicates with a control center
through TCP/IP. Bay devices and substations are connected to a
distributed system through Ethernet and serial interfaces.

Control center

Lo — ety

}

7

—iL

1

SICAM SCC

Full Server

Ethernet TCP/IP

im.

Bay devices

4B BE

Bay devices and substation

Figure 2.1/3 Example of a Distributed SICAM PAS System with Full
Server and DIP

Redundant Connection of Bay Devices and Substations

SICAM PAS supports the redundant connection of bay devices
and substations.

The following example illustrates the configuration:
® Redundant Full Servers

® Redundant SICAM SCC implemented in server/client architec-
ture

® Connection of bay devices to 2 SICAM PAS stations

Corporate network
TCP/IP
‘ = SICAM SCC
Clients
I —
ul | SICAM SCC SICAM SCC
* Server Server
Full Server Full Server
| B
ol
o é.l'
Bay devices

Figure 2.1/4 SICAM PAS Station Bus Configuration with Redundant
Connection of the Bay Devices through a Switch and
Redundant SICAM SCC in Server/Client Architecture

Bay devices with 2 interfaces are required for the redundant
connection of bay devices with serial communication. Alterna-
tively, bay devices equipped with 1 interface can be connected
redundantly through a modem splitter.

Configuration for Small Applications

With systems comprising up to 80 bay devices and depending
on the amount of data and the complexity of the automation
and HMI functionality, you can operate SICAM PAS and
SICAM SCC on the same computer.

SICAM SCC and
Full Server

Bay devices

Figure 2.1/5 Connection of Bay Devices to SICAM PAS

Configuration for Medium Applications

If your station comprises more than approximately 80 bay
devices, SICAM PAS and SICAM SCC must run on separate
computers. The example below illustrates the connection of the
bay devices to 1 SICAM PAS computer.
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Station and Telecontrol Engineering

SICAM PAS — Configuration Examples

SICAM SCC

3 Full Server

Bay devices

Figure 2.1/6 Connection of Bay Devices to a SICAM PAS Computer

Configuration for Large Applications

Up to 400 bay devices can be connected to 1 SICAM PAS Full
Server.

In large appllications with up to 800 bay devices, SICAM PAS is
implemented as a distributed system equipped with a Full Server
and up to 2 DIPs.

SICAM SCC is installed on a separate computer.

SICAM SCC

Full Server Full Server

E

Bay devices

SICAM sCC

| Full Server

Bay devices

Bay devices Bay devices

Figure 2.1/7 Connection of Bay Devices in a Distributed System

Several SICAM PAS Full Servers Connected to a Human-
Machine Interface (HMI)

The following example illustrates a SICAM SCC Human-Machine
Interface (HMI) with 2 SICAM PAS computers to which bay
devices are connected.

This configuration makes sense in cases where no spatially
distributed Human-Machine Interface and no fail-safe
SICAM SCC are required.

Figure 2.1/8 Several Full Server Connected to the same SICAM SCC

Redundant Human-Machine Interface (HMI)

The connection of several Full Servers to a redundant SICAM SCC
Human-Machine Interface represents another configuration
option. This configuration enhances the system's operational
reliability.

o

Bay devices

Figure 2.1/9 Several Full Servers with Redundant SICAM SCC

Redundant Human-Machine Interface (HMI) in Server/Client
Architecture

In large stations, it may be necessary to distribute station
management tasks between several components. In such cases,
you set up a SICAM SCC Human-Machine Interface in server/
client configuration. The following example illustrates a redun-
dant SICAM SCC comprising 2 Full Servers.
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Station and Telecontrol Engineering

SICAM PAS — Configuration Examples

0 0 @ Q-

SICAM SCC
Server

SICAM SCC
Server

4 Full Server E i 4 Full Server

Bay devices

Figure 2.1/10 Redundant SICAM SCC with Redundant Full Server

Communication Interfaces

SICAM PAS is a modularly structured system. It is open for the
connection of the most versatile components, which exchange
their process data based on state-of-the-art communication
standards.

The following data exchange options are available:

® S|CAM PAS with the SICAM SCC Human-Machine Interface
(HMI) via Ethernet (TCP/IP)

® SICAM PAS with bay devices and substations
® SICAM PAS with higher-level control centers

® SICAM PAS with OPC DA servers such as the SIMATIC automa-
tion system

® SICAM PAS with OPC DA clients, for example, process visuali-
zation systems of other manufacturers

® SICAM PAS with systems with OPC XML DA clients

SICAM PAS allows the user to save events, fault records, PDR
records, PQ measuring data and fault location information to an
archive. The archive contents can be visualized and evaluated in
the various views provided by the SICAM PQ Analyzer installed
on the same or a different computer. With the SICAM PQ
Analyzer Collector function, the archive can be transferred to a
dedicated archive computer, and the (source) archives of several
SICAM PAS systems can be combined to a (Collector) archive. In
addition to the Incident Explorer view, where the fault records
are displayed in chronological order, the Event Viewer shows
the events and the Fault Event Viewer shows the fault events
detected by SICAM PAS (that is several fault records from
different protection devices captured in a predefined, tight time
slot). In the Incident Explorer, the fault records are sorted into
the (device) configuration tree or the (process) topology tree
depending on the respective selection.

SIEMENS

Ads orepore

BLRIE-Ci{G6KVISIMEAS V3. Delt
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 showsieven: @
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Figure 2.1/11 SICAM PQ Analyzer — Fault Event Viewer

SICAM PAS can also integrate additional PQS functions for the
evaluation of PQ measuring data. These include a connection
option for third-party devices, which provide fault records or PQ
measuring data and the automatic export of fault records (with
file naming vonvention IEEE Std. C37.232-2011), messages
during a fault (<=> fault log), reports, or PQ data.

The SNMP protocol allows you to monitor the communication
links of the switches connected through Ethernet network.

In order to perform asset monitoring tasks, SICAM PAS provides
an SNMPv3 agent which makes available asset information, for
example, the product name, product version, as well as project-
specific product applications, to an SNMP client.

In order to perform security notification tasks, SICAM PAS
provides an SNMP agent to store security related logs, for
example, start/stop of system componenets, modification in the
archive (import records, import PQDIF, delete records, delete
reports, add or edit traffic lights) available as information and
traps for the SNMPv3 client. In addition, the spontaneous trans-
mission of safety-relevant events is supported.

The licenses for the protocols and applications required for the
connection of the different system components are also avail-
able individually and optionally complement the SICAM PAS
basic license. The SNMPv2/v3 protocol, the OPC DA server, the
communication with SICAM MIC RTUs (CP8000, CP8021/22)
based on IEC 60870-5-104, as well as the fault records transmis-
sion from SIPROTEC 4 devices are included in the basic license.

Via the system's communication interfaces, you can connect
SICAM PAS to:

® Higher-level control centers
® Bay devices and substations

e Components for data exchange with industrial automation
systems, such as SIMATIC
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Communication with Higher-Level Control Centers
Communication takes place via the following protocols:

® |[EC 61850 Server ©

® |[EC 60870-5-104 Slave

® |[EC 60870-5-101 Slave

e DNP3 Slave (serial, TCP/IP)

e Modbus Slave (serial, TCP/IP)
® Telegyr 8979 Slave

® CDT Slave

Connection of Bay Devices and Substations
Communication takes place via the following protocols:
® |EC 61850 Client, GOOSE status monitoring
® |[EC 61850 Server, GOOSE Publisher

® |[EC 60870-5-103 Master

® |[EC 60870-5-104 Master

® |[EC 60870-5-101 Master

® S|CAM MIC Master

e DNP3 Master (serial, TCP/IP)

e Modbus Master (serial, TCP/IP)

® PROFIBUS DP Master

® PROFINET IO Master

® SINAUT LSA ILSA Master

® SIPROTEC 4 Service IF Master (fault records)

OPC Connection

® OPC XML DA Server
Exchange of structured information via Internet in XML
format

® OPC Server (DA V3.0)
Data exchange with OPC clients of other applications, for
example, process visualization systems

® OPC Client (DA V3.0)
Data exchange with any OPC server of other applications, for
example, automation systems or other manufacturers'
protocol drivers

IEC 61850

The communication standard for the IEC 61850 station bus is
based on Ethernet TCP/IP.

The optional use of TLS (Transport Layer Security) provides addi-
tional security during data transmission.

IEC 61850 defines the communication and the exchange of
configuration data between bay devices and substations from
different manufacturers. Based on the IEC 61850 GOOSE mech-
anism, bay devices can directly exchange data - independently
of the operating state of the substation controller. This cross

communication enables for example, the implementation of
bay-independent interlocks on the device level.

The state of the IED GOOSE server can be monitored via SICAM
PAS and visualized via the SICAM PAS Ul — Operation Client Web
user interface without the need for additional engineering.

The IEC 61850 Server — GOOSE Publisher enables the transmis-
sion of data from other station components (for example,
devices connected via IEC 60870-5-103, -101, ...) or from the
SoftPLC (Automation) to the IED GOOSE server.

Depending on the project requirements, the IEC 61850 station
bus based on Ethernet TCP/IP can be realized in different config-
urations:

e Star configuration, electrical variant
® Ring structures, optical variant
® Combination of star and ring structures

® Redundant LAN with seamless operation (Parallel Redundancy
Protocol — PRP)

Through their integrated communication modules, SIPROTEC 4
and SIPROTEC 5 devices can be incorporated directly into an
Ethernet ring. External switches are not required.

In a ring structure, a redundancy mechanism (Rapid Spanning
Tree Protocol — RSTP, High-availability Seamless Redundancy —
HSR) ensures that the communication to the devices is main-
tained even in case of a communication interruption in a ring
segment or in case of failure of a device in the ring.

For the connection of other devices to this ring, for example, an
industrial PC or third-party devices, Siemens recommends the
use of switches manufactured by Siemens, Scalance/Ruggedcom
or Hirschmann. The switches used in ring structures must origi-
nate from the same manufacturer.

The following paragraphs explain the principal communication
configurations for the IEC 61850 connection.

The following connection type is used for stations in which
SICAM PAS and the devices connected through a switch are
located close to each other.

6  Fault records from IEC 61850 protection devices as well as asset information from devices connected with IEC 61850 or SNMP can be transmitted to

higher-level control centers with IEC 61850 Server.
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The connection of the bay devices to a switch can be realized
either electrically or through FO. For an electrical connection,
shielded copper Twisted Pair (TP) cables are required. The cable
between the switch and the device must not exceed 20 m in
length.

.8 Full Server

TP cable

[N

Bay devices

Figure 2.1/12 IEC 61850 Connection Example

If larger distances have to be overcome or if a larger number of
devices have to be connected, the configuration shown below
should be considered.

The example below illustrates the connection of bay devices to
an Ethernet ring through switches.

3 Full Server

Ethernet ring FO

Bay devices

Figure 2.1/13 |EC 61850 Connection Example to an Ethernet Ring
through Switches

The example below illustrates the direct connection (without
additional switches) of SIPROTEC 4 and SIPROTEC 5 devices
which are equipped with Ethernet communication modules.

o Full Server

Ethernet ring FO

Bay devices

Figure 2.1/14 Connection Example — SIPROTEC 4 and SIPROTEC 5
Devices

IEC 60870-5-103

The IEC 60870-5-103 protocol is supported by the protection
and bay devices of numerous manufacturers. For example,
SIPROTEC devices, SICAM T, SICAM P850/855, or transformer
controllers manufactured by Eberle or Reinhausen can be
connected to SICAM PAS.

IEC 60870-5-104

The IEC 60870-5-104 protocol is used for the connection of bay
devices and SICAM PAS at the station level using Ethernet
TCPIIP.

The optional use of TLS (Transport Layer Security) provides addi-
tional security during data transmission.

IEC 60870-5-101

The IEC 60870-5-101 protocol is used for the connection of
substations to SICAM PAS through a serial COM port or a modem
connection.

The connection through a COM port allows the operating
modes balanced for point-to-point configuration and unbal-
anced for line operation with up to 16 substations.

Modems (IAWD, analog, ISDN, GSM dial-up mode) with the
capability of being staggered enable line operation.

If a modem is busy communicating with another substation or if
a modem has failed, a configured spare modem automatically
takes over the communication.

Siemens recommends the use of INSYS modems.

DNP3

The DNP3 protocol is used for the connection of bay devices and
substations to SICAM PAS through Ethernet TCP/IP or serial inter-
faces.

The optional use of TLS (Transport Layer Security) and authenti-
cation provides additional security during data transmission. TLS
can only be used if DNP3 protocol is communicating through
Ethernet TCP/IP.
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Modbus

The Modbus standard is used in the field of automation engi-
neering and supported by distributed 1/0s.

The communication can be performed through Ethernet TCP/IP
or serial interfaces.

PROFIBUS DP

The PROFIBUS DP bay bus standard is frequently used in the field
of automation engineering and supported by distributed 1/Os.

The devices equipped with a PROFIBUS DP interface (DPVO),
such as SIMEAS P, ET200, or SIPROTEC 4 devices, can be
connected to SICAM PAS.

For the connection of PROFIBUS DP devices, Siemens recom-
mends the use of PROFIBUS components manufactured by
Siemens (for example, OLM for fiber-optic connections).

PROFINET IO

The PROFINET 10 bay bus standard is used in the field of auto-
mation engineering and supported by distributed 1/Os.

The devices equipped with a PROFINET IO interface, such as
ET200, can be connected to SICAM PAS.

The following applies for the connection to SICAM PAS:
® A separate Ethernet module must be used for PROFINET IO.

® The PROFINET configuration is configured using the TIA Portal
(= SIMATIC Step7 V13 SP1).

® The XML file exported via the TIA Portal is imported using
SICAM PAS Ul — Configuration.

Additional Station Control Functions

During, for example, maintenance work or for other system-
management reasons, information exchange with the control
centers or the station itself can be blocked with the telecontrol
blocking and bay blocking functions. You can also configure
the telecontrol blocking in a channel-specific manner so that
information transmission to a control center can be blocked
during operation whilst transmission to other control centers
remains unaffected. Bay and telecontrol blocking have an effect
in signaling and command direction.

Channel-specific switching authority permits distinction
between local control (SICAM SCC) and remote control as well
as between network control center connections to be made for
the control direction.

In addition, you can declare information-specific exceptions for
these 3 functions. This permits, for example, certain messages
to be transferred despite an activated blocking, or special
commands to be processed and output despite a defined
switching authority.

There is also an option for an object-specific blocking (individual
indication or measured values). Blocked data points (bay
blocking, object-specific blocking) or those with an invalid status
can also be updated with a substitute value by the operator so
that all other recipients (control centers, automation) receive
the correct state.

While a 1-of-N check is effective in the individual bay units (this
means that only one command is accepted and output at the
same time), m-out-of-n control is supported with SICAM PAS on
the substation-automation technology side. This permits the
number of commands that may be processed simultaneously
across the bay units to be defined. Synchronized/unsynchron-
ized control of circuit breaker is possible.

Triggered by an event, the SICAM PAS option Post Disturbance
Review (PDR) records the status changes of messages and
measured values over a period of up to 6 min. The trigger event,
the length of the time frame (including 1 min pre-trigger time)
and the information objects to be recorded can be parameter-
ized. The resulting disturbance data file is archived. Graphical
and tabular evaluation is possible in the Incident Explorer of the
SICAM PQ Analyzer.

Automation tasks can be configured in SICAM PAS with the

IEC 61131-compliant CFC (Continuous Function Chart). In this
editor, the task is resolved graphically by circuiting function
blocks. The SICAM PAS scope of delivery includes a large library
of CFC function blocks that have been developed and system-
tested specifically for power automation. The field of application
stretches from group-indication generation via switchgear inter-
locking up to complex switching sequences. The SFC (Sequential
Function Chart) editor supports the creation of switching
sequences. In this context, additional preconfigured and system-
tested applications, such as frequency-based load shedding,
transformer monitoring, and SF6 gas monitor can optionally be
licensed. In addition to special function blocks and CFC
diagrams, the scope of delivery also includes operation images
for SICAM SCC.

If the SICAM PAS station is to take over the time synchroniza-
tion of bay units, substations and SICAM SCC, this can be done
via a DCF77 or GPS time-signal receiver with the Network Time
Protocol (NTP) or with the IEEE 1588 Precision Time Protocol
(PTP) in the computer. Time synchronization of the SICAM PAS
system components is also possible from a network control
center.

SICAM PAS Applications

SICAM PAS Applications reduces the effort and the technical risk
during the implementation of selected automation task in
accordance with the automation standard IEC 61131-3, and
provides finished applications from automation practice as an
enhancement of SICAM PAS.

Redundancy

SICAM PAS contains large redundancy functions to increase the
availability of station automation:

® The substation controller can be used twice.

® Communication to bay units and RTUs can be redundant
(interface redundancy).

® The network (LAN) can be redundant (PRP).
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® Subordinate devices can be duplicated (redundancy at bay-
control level).

® Subdevices can be supported that have been designed for
communication with only one master (only one serial inter-
face, for example).

The individual applications (communication protocols) work
independently of each other in a hot standby relationship. This
means that a fault-related switchover (such as switching the

IEC 61850 Client from one substation controller to another one)
does not have any loading effect on the communication connec-
tion to the control center. This connection remains without
interruption on the first substation controller. In addition to
increased stability in unaffected communication connections,
redundancy switchover of affected components is performed
within a very short time (depending on application and configu-
ration, between 250 ms and max. 3 s). Adjustments during
operation, such as bay and telecontrol blocking, switching
authorities, marker commands to the SoftPLC for an operation-
related control of the automation functions are kept synchro-
nous in redundancy operation in both substation controllers.
The current settings remain valid after redundancy switchover.
SICAM SCC communicates simultaneously with both redundant
substation controllers. Redundant operation of process visualiza-
tion with SICAM SCC and of fault recording archiving with
SICAM PQ Analyzer (independent of SICAM PAS) is also possible.

SICAM PAS Compact

The SICAM PAS package contains the functionality of the
Runtime & Configuration base package. It is available with
different functional scope (variants A, B and C). SICAM PAS can
later be enhanced with function packages.

Multilanguage Manager Tool

The Multilanguage Manager Tool can be used to translate the
SICAM PAS/PQS user interface and the language of the runtime
system. The repository with the translated text is integrated into
the installed product.

The Multilanguage Manager Tool is installed together with
SICAM PAS/PQS and/or SICAM PQ Analyzer. It does not require a
licensed version of SICAM PAS/PQS. A project can only be
created to check the translation when SICAM PAS/PQS is
installed as a demo version or as a licensed version.

Security

SICAM PAS Secure Communication enables tap-proof data
traffic via a TCP/IP connection between SICAM PAS and a control
center or device. The asymmetrical TLS-based encryption
method is used for this purpose.

In addition, an authentication procedure can be set up for DNP3i
protocol in order to clearly determine the user's identity before
executing critical tasks.

Secure communication is possible with the following communi-
cation protocols:

® DNP3i Master/Slave
Both TLS conform to the IEC 62351-5 standard and authenti-
cation can be set up.
DNP3 Slave Secure Authentication conforms to Secure
Authentication SAv5 based on IEEE Std 1815-2012.

® |EC 60870-5-104 Master/Slave
TLS conform to the IEC 62351-5 standard can be set up.

® |EC 61850 Client/Server
TLS conform to the IEC 62351-4 standard can be set up.

Via the SICAM PAS User Administration, you can assign pass-
words in order to define which persons can access individual
programs conform to the IEC 62351-8 standard. To this end, you
assign different user roles, such as administrator, data engineer
or operating personnel. For access authorization, you can either
use Windows access rights or define your own SICAM PAS access
rights.

Security related logs, for example, user login/logout, start/stop
of system components, modifications in the archive (import
records, import PQDIF, delete records, delete reports, add or edit
traffic lights), are displayed in the Windows Event Viewer in
the PASSecurity and PQ Analyzer Security folders.

Use Syslog conform to the IEC 62351-14 standard to collect the
security related logs of the applications within a system on a
syslog server.

Use Enable security notification to generate these security
related logs of the applications within a system as traps to SNMP
manager.

Safety-relevant events can also be transmitted to an SNMP client
using the SNMP agent.

When installing SICAM PAS for the first time, Windows user
groups are added to provide a role-based access control for the
archive (RBAC conform to the IEC 62351-8 standard) to perform
various operations for the archive data.

Software and Hardware Requirements

One of the following operating systems is required:

e Windows 10 Professional/Enterprise/loT Enterprise LTSC (64-
bit)

® Windows Server 2019 Standard with Desktop Experience (64-
bit)

Computer equipped with:

® Processor:

— Minimum: Intel Core 2 Duo 1.6 GHz

— Recommended: Quad Core CPU 3 GHz
® Primary storage capacity:

— Minimum: 2 GB

— Recommended for engineering of large stations: = 8 GB
® Hard disk capacity:

— Minimum: 4 GB plus configured archive size
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® Graphics card:
— Minimum: 1024 x 768 pixel
— Recommended: 1920 x 1080 pixel

® Monitor suitable for graphics card
e DVD drive

® Keyboard

® Mouse

® Network interface

® USB port

SICAM PAS/PQS is released for computers with multi-core
processors. Computers with multi-processor main boards are
supported when working in single-processor mode.

SICAM - Station Automation - Catalog - Edition 5.0 | 23



Station and Telecontrol Engineering

SICAM PAS — Ordering and Selection Data

Selection and Ordering Data

SICAM PAS/PQS licensed with ALM is only delivered electronically (OSD = Online Software

Delivery).

The MLFB position 8 with value 3 defines the ALM license type.

ALM license ‘

SICAM PAS/PQS Ul Configuration

Ul Configuration

Features/log, licensed with SICAM PAS Compact
bundles)

and SICAM PAS/PQS RT (basic package and

SIPROTEC 4 service interface master, SNMP
protocol client, SNMP protocol agent, SIMEAS
R master, SICAM Q80 master, OPC DA server,
IEC 61850 GOOSE monitoring, IEC 61850
GOOSE publisher (SICAM PAS only (incl.
control direction)), event list/fault events

SICAM PAS Compact

Runtime (RT) supports the following:

e Up to 4 communication protocols

e Max. 2000 master information objects
(cannot be upgraded)

e Control and monitoring direction

e Automation

e Ul configuration

It can be expanded with the options:

u_n

e “n” protocols (protocol-independent)

e "n" (PQ) applications (application-inde-
pendent)

e Secure communication

SICAM PAS Basic Package

Runtime (control and monitoring direction), IEC

61850 client

Small (up to 4 devices)

Medium (up to 2000 maste